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HOUSE BILL NO. 255
INTRODUCED BY B. CARTER, D. BEDEY, E. BUTTREY, E. MATTHEWS, C. KEOGH, M. THANE

A BILL FOR AN ACT ENTITLED: “AN ACT REVISING ONLINE DATA PRIVACY LAWS FOR PUPIL
RECORDS; ALLOWING SCHOOL DISTRICTS TO USE MODEL CONTRACTS APPROVED BY A PRIVATE

OR PUBLIC CONSORTIUM; AND AMENDING SECTION 20-7-1326, MCA.”

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF MONTANA:

Section 1. Section 20-7-1326, MCA, is amended to read:

"20-7-1326. Pupil records -- online privacy protections. (1) A school district may, pursuant to a
policy adopted by its trustees, enter into a contract with a third party to:

(a) provide services, including cloud-based services, for the digital storage, management, and
retrieval of pupil records; or

(b) provide digital educational software that authorizes a third-party provider of digital educational
software to access, store, and use pupil records in accordance with the contractual provisions listed in
subsection (2).

(2) A school district that enters into a contract with a third party for purposes of subsection (1) shall
ensure the contract contains all of the following:

(a) a statement that pupil records continue to be the property of and under the control of the school
district;

(b) notwithstanding subsection (2)(a), a description of the means by which pupils may retain
possession and control of their own pupil-generated content, if applicable, including options by which a pupil
may transfer pupil-generated content to a personal account;

(c) a prohibition against the third party for using any information in pupil records for any purpose
other than those required or specifically permitted by the contract;

(d) a description of the procedures by which a parent, legal guardian, or eligible pupil may review

personally identifiable information in the pupil's records and correct erroneous information;
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(e) a description of the actions the third party will take, including the designation and training of
responsible individuals, to ensure the security and confidentiality of pupil records. Compliance with this
requirement does not, in itself, absolve the third party of liability in the event of an unauthorized disclosure of
pupil records.

() a description of the procedures for notifying the affected parent, legal guardian, or pupil if 18
years of age or older in the event of an unauthorized disclosure of the pupil's records;

(9) a certification that pupil records will not be retained or available to the third party upon
completion of the terms of the contract and a description of how that certification will be enforced. This
requirement does not apply to pupil-generated content if a pupil chooses to establish or maintain an account
with the third party for the purpose of storing that content pursuant to subsection (2)(b).

(h) a description of how the school district and the third party will jointly ensure compliance with the
federal Family Educational Rights and Privacy Act (20 U.S.C. 1232g); and

(i) a prohibition against the third party using personally identifiable information in pupil records to
engage in targeted advertising.

(3) A school district may satisfy its obligation to execute a contract with a third-party operator of a

K-12 online application by using a model contract approved by a private or public consortium that employs

binding standards of privacy that meet or exceed the requirements of this section.

{3)(4) In addition to any other penalties, a contract that fails to comply with the requirements of this
section is void if, upon notice and a reasonable opportunity to cure, the noncompliant party fails to come into
compliance and cure any defect. Written notice of noncompliance may be provided by any party to the contract.
All parties subject to a contract voided under this subdivision shall return all pupil records in their possession to
the school district.

{4)(5) If the provisions of this section are in conflict with the terms of a contract in effect before May 7,
2019, the provisions of this section do not apply to the school district or the third party subject to that agreement
until the expiration, amendment, or renewal of the agreement.

{5)(6) Nothing in this section may be construed to impose liability on a third party for content provided
by any other third party."

- END -
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